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Cyber warfare has become an important source of power for nations, and at
the same time is a strategic threat to a nation’s critical infrastructure, given
that communications, media, finance, and many other sectors now rely on
the cyberspace domain. Militaries in particular have become heavily reliant
on advanced cyberspace technology. On a national level, Israel is in the
process of establishing an integrated national cyber defense system, which
demands cooperation between the civilian sector (civil service and private)
and security and military establishments.

The Israeli defense system against cyber attacks during Operation Protective
Edge tested Israel’s utilization of government policy in the cyber sphere,
and marked a significant improvement in coordination between Israel’s
cyber defense organizations, including the functioning of Israel’s IT security
systems and the increasing cooperation between the civilian and defense
sectors. This article examines the cyber attacks during Operation Protective
Edge, analyzing three major factors: the volume of attacks, the actors behind
the attacks, and Israel’s advances in cyber security.

Volume of Cyber Attacks against Israel

A serious increase in the number of cyber attacks accompanied the entry of
IDF ground forces into the Gaza Strip during Operation Protective Edge.
Some of these attacks can be attributed to organized cyber rallies of amateur
hacking groups, while other cyber attacks verged on a more sophisticated
level that focused on Israeli communication networks. Once the ground
operation concluded, the number of cyber attacks declined significantly.'
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One of the major cyber attacks during the operation focused on
communication and internet suppliers aiming to overload the system and
cause Israeli networks to collapse.? More generally, the attacks included
distributed denial of service (DDoS) and Domain Name Service (DNS),
the collapse of over 1,000 non-crucial Israeli websites, website defacement,
exposure of databases, and leaked personal information of Israelis such as
login credentials.’ Each exploit generated additional opportunities for Hamas
to gather more data, as new potential targets were identified. In addition,
tailored methods and means of approaching these targets were developed,
such as when Hamas sent mass text messages to Israelis claiming to be either
from the Israeli Security Agency (ISA), Haaretz, or Hamas.

Additional attacks included interference with a private television satellite,
which allowed a pro-Hamas propaganda message to appear momentarily on
Channels 2 and 10 (Hamas launched a similar attack against commercial
channels during Operation Pillar of Defense).* The IDF Spokesperson’s blog
and Twitter account faced a major cyber attack conducted by the Syrian
Electronic Army (SEA), with messages posted in English and Arabic.’ In
addition, large hacking groups coordinated multiple cyber protests against
Israel, referred to as “Oplsrael.” These operations brought major cyber
groups to work together throughout the operation for the Palestinian plight.®

The Actors behind the Attacks
Throughout the operation, the IDF cooperated with ISA to foil planned
attacks by Iran on al-Quds Day, an annual event organized by Iranian
leaders against Israel. The attack involved hackers from all over the world
who attempted to disable Israeli websites.” Over the last few years, major
terrorist groups such as Hamas and Hizbollah, with assistance from Iran,
have demonstrated an increasing interest in the field of cyber terror. State
sponsored cyber terrorism groups like the Iranian Cyber Army and SEA
executed cyber attacks during Operation Protective Edge, and overall,
the IDF maintained Iran had a major role in the increase of cyber attacks
targeting civilian facilities during the operation.®

Another group targeting Israel, but not openly identifiable from the
Muslim and Arab world, was the hacking collective Anonymous, which in
regard to attacks against Israel is divided into three units: Arab, Muslim,
and the remaining collective. Anonymous, which previously organized
cyber operations against Israel, can consist of elite hackers, yet Operation
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Protective Edge was distinctive in that this caliber of hackers decided not
to participate.’ This potentially provides an explanation for the distinction
between Operations Pillar of Defense and Protective Edge regarding the
identity of attackers. In Operation Pillar of Defense, the Israeli government
faced over 100 million cyber attacks in eight days, with IP addresses tracing
back to sites all around the world, predominately from Europe and the United
States.'® In comparison, during Operation Protective Edge, a cyber security
company report estimated that 70 percent of cyber attacks could be traced
back to Arab and Muslim countries. "

Israel’s Advances in Cyber Security

Israel took a proactive cyber approach with a pre-planned defense strategy
of advanced operational capabilities that provided a high proficiency of
security defense.'? Both the IDF and the ISA were able to foil any attempts
to damage Israeli government networks and critical infrastructure. The ISA
confirmed it was able to secure all Israeli government networks and systems
against cyber attacks. One of the defense methods was to block foreign IPs
for two hours at the start of Operation Protective Edge. ISA, through its
cyber division, acted in coordination with private contractors, the Israeli
Ministry of Communications, and the media in taking preemptive measures
against the attacks.!

The IDF worked with an integrated communications network of Military
Intelligence and cyber companies related to the Ministry of Defense, which
assisted in recognizing and removing all cyber threats from attackers. The head
of the IDF cyber defense unit claimed that infiltration of IDF networks had
also been attempted, and asserted that Israel’s high technological capabilities
were elevated in order to ensure breaches did not occur.'

Conclusion

Cyber cells of terrorist organizations have so far been unable to execute
strategic cyber attacks against Israel, which requires high levels of intelligence
and technological capabilities. Terrorist organizations are presumably
improving and developing advanced cyber capabilities that could pose a
future threat to the cyber sphere. This threat is interconnected between terror
organizations and state sponsored terrorism, which includes deception via
hacktivist groups. Israel cyber security defense perspective should recognize
this link as a national security threat.
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The implementation of cyber regulations and preventive action aims to
make cyber protection a built-in necessity to protect the Israeli state, including
the civilian sector (private and public). It is imperative to acknowledge these
sectors as part of the national security infrastructure.'® There was a significant
improvement in coordination of Israel’s cyber defense organizations during
Operation Protective Edge, including the functioning of Israel’s security IT
systems and the increasing cooperation between the civilian and the defense
sector. This experience underscores the immediate need to formulate a
protocol for defense of civilian cyberspace.'¢
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